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Abstract:  This paper focused on the problem that the existing physical layer secrecy coding has a large security gap
caused by the insufficient using of channel characteristic difference. Firstly, this study established a physical layer secrecy
transmission model in fading channel. Then through the analysis of the bit error probability of confidential information under
different channel fading amplitude, a channel fading amplitude matched confidential information hiding place selection rule
is given. Finally the scrambling was used to spread the error to the whole code words, which increased Eve’ s error probabil-
ity. The simulation results show that the security gap of this method is reduced by 23.5dB and 4.5dB compared with direct
transfer and scrambling, respectively.
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Fig. 1 The physical layer secrecy transmission model
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Fig.3 The diagram of secrecy coding method by using amplitude difference of fading channel
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