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Abstract: Digital images have been widely used in various online businesses and as judicial evidence. Simultaneously,
using popular image editing software, ordinary users can tamper with the image semantics without leaving visual traces.
Therefore, identifying the originality and authenticity of digital images has become an urgent application requirement.
Image tampering forensics based on metadata has garnered attention due to its high accuracy and minimal computational
requirements. However, the emergence of original image reconstruction technologies, exemplified by tools like the
MagicEXIF metadata editor, renders the aforementioned methods entirely ineffective. To solve this problem, this study
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proposes a JPEG original image reconstruction forensics method to detect if the image was reconstructed. By analyzing

the original image reconstruction process and the difference in pixel statistical characteristics of the image before and af-

ter reconstruction, this study develops a lightweight improvement on the deep learning steganography analysis model

steganalysis residual network (SRNet) : it cuts its redundant lower sampling layer to reduce parameters, introduces the

channel attention mechanism to improve the ability to extract key features, and uses the knowledge distillation method

to further improve the accuracy of the model. Furthermore, by analyzing the influence of reconstruction on different

color components, the YCbCr color component is used as the model input to improve the detection performance. To test

the performance of the algorithm, we collected image data captured by mobile phones of different brands and models

and built a large-scale reconstruction image dataset. The experiment demonstrates that the proposed model outperforms a

popular model, even with a significantly reduced number of parameters. For a 512x512 image, the proposed model

achieves a detection accuracy exceeding 98% and exhibits strong cross-device generalization capability. Simultaneously,

through the application of transfer learning, the proposed method also achieved good generalization for different ver-

sions of reconstructed software.

Key words: image metadata; image reconstruction; image forensics; reconstruction detection; lightweight model
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Fig. 1 Reconstructing the original image
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Fig. 2 Reconstruct the original image after software editing
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Fig. 5 Changes in image pixels before and after reconstruction
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Fig. 6 Differential probability maps of images captured by different brands of mobile phones before and after reconstruction
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Fig. 7 Reconstructing detection application scenarios
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Tab.2 Image sampling rates from different sources
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the experiment
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Tab.3 Each software stores compression parameters
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Tab.5 Results of ablation experiments targeting

network structures
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Tab. 6 Experimental results for different temperature

coefficients and weight coefficients
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Tab.7 Results of ablation experiments targeting different
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1.5%. [A]AF ULEE 5] B — B Y 0 i I e e 4 1
EA & TERE , B M T RGB = £ 4r,
Ui Y T (e B AT S5 N AR [
JE 25 T LI, YCbCr 7E AN R 3 5 AN [R) AU -5 9 411 45
WA A5 2 Y MG b 0 A7 5 A HE B 2%, YCbCr L
RGB #7455 = i e P A 4 1477 A B
43 EMENMEEES LR

TEZAR Ay S, FRATVK: 2 2870 FURE 0 T
(IR 5 £ A R T 0, A0 5 7 DI 2 B v ) A AL G G
T BE | I 56 XA 0] JH15 48 B AR [l i A 044 4
GaiOrPZ i
4.3.1 X B HE &R AE

FEA SIS, AT MagicEXIF_basic %4 1%
¥ 8: 2 FLBIBERL RN o I ZhdE AR e | %F AR
:#E MagicEXIF_basic £l I Ak 4 BE , AR
5511 G A A1 B4 T v 40 R 1 1T 2R3 & 18 ARG T S
5, SEIEE R NE 8 iR I LLE Y, 7F MagicEXIF
basic FYIIREE 2 IR B T8 RUR . 3k
FUREE 2 7 Ik AR B ML R 2% > IRl B
U, B 5 5047 R 4% Zhu Net FIAS SCRT FH 5 125 1 4%
T A 2 W AR 12T 55 B S B 4 RO IE I
5 A B I 4% 1 FH 24T 55 BB 3 . AR SO
D5 e AR FE b 5 0 7 2 B 6 He R O T
FEROCR 78 23 SR ZR A I S5 s I, A 2R 1
KrbErefs ) 1 i — 2 B4R Tt

K8 WAEANEEHITIGER

Tab.8 Experimental results on known devices

color components TPR TNR ACC

_— MagicEXIF_basic MagicEXIF_exira MobileNetV2+ 0.973 0.971 0.972
TPR TNR ACC TPR TNR ACC EfficientNetBOP 0.981 0.989 0.984

Y 0.975 0.980 0978 0972 0971 0971 SRM+SVM!“-+ 0.959 0.980 0.969
Ch 0.956 0.954 0954 0942 0.947 0.943 Zhu Net'*” 0.988 0.987 0.987
Cr 0.945 0.953 0949 0927 0912 0921 Multi-domain Net?" 0.950 0.924 0.942
CbhCr 0523 0.617 0573 0511 0.586 0.564 AR AT 0.989 0.987 0.988
RGB 0975 0.978 0977 0968 0.964 0.965 ARSCELRL-KD 0.994 0.991 0.992

YCbCr 0.989 0.986 0.988 0.985 0.973 0.979

12 7 0] WL, YCbCr =/~ 1 2[R VF Jy i A
RERIPERE Fe (. YCCr (% %5 [8] 7 MagicEXIF_ba-
sic U FE 1 )1 2R HE B R 3A B T 0.988, L H FLAY

4.3.2 IERMGFHIZHERE

TESEBRI 37 5w, BRAR A (RS2 T §F
T ARAR L B A FALE R T ALRLS AU A in
AFPNZRAE T RN o Sk 0 UE A R X F R A
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WA Rz AR RE ), A1 & T MagicEXIF_ex-
tra B0 22, F T S0 TIE AR AR 43 ) 7 55 R i S A
SR IIMERE . LA RN 9 K10 R, TS,
MR R H) ) L T MagicEXIF  basic Il 2k 52 095 F
PN, AR A0 AE MagixEXIF basic ik 4E 15
a5 I AR R 6 355 Bs FoR IS 0 5 85 5
S 5 R AR B 25 5

®9 BESTRER

Tab.9 Cross model experimental results

TPR TNR ACC
MobileNet V2" (-06.906112> <—06?()6§7> <—06.906120>
EfficientNetBO™ (_06.907056) (_06?5()27) (_06_907077>
SRM+SV M (_06?5(?9) <_06.906 182) (—06.95190)
Zhu Net* (_00"907 153) (_06?()7 116) (—06.90714 3)
Muli-domain N 0934 0913 0929
s o)
R SCHIEKD (_()(;iﬁ,gs) <_0(;,9(fo74> (-O(iifgs)

(355 A g i P S S DN R A 22 D)

F10 EBERMEIELER

Tab. 10 Cross model and cross brand experimental results

TPR TNR ACC
MobileNetV2*! (_06,905 158 _ _06?;274> (_06.905211 )
EfficientNetB0™ (—06.906192 )« —06.907 181 ) (—06.907 131 )
srassvaes B0
Zhu Net*! (_06_907 10 8) (—0(;,90610 8) ( —()(;.9()6270)
maidomainNer (S0 Sors (oo
wwe SO0 Sow oo
wscsmkn S Coae

(55 WA N 8 R RUE- S I R B A 22D

M9 R LU A [R] 5 RS 5 04 U
EfficientNetB0 2 Bl 1 25 G PR RE fc i, IR JE A SO
P2 AR 150 B A SO HY A TR 5k HL A BT 1)
AR T o MR AR 0 kil AT s L HE
TPR Fl TNR #5415 MagicEXIF_basic Il 25 540
A3 BIREAR T 0.005 Fl 0.004, 78 A0 b HFEL T
0.005, 15 B X [7] iy 85 780 55 8 8 A AR I U R 5 A
A v RS T A R

I 10 ZE AT LIE B S i 45 51 5
() i L2 TR g 5 SR S AR AL ) R s (ELFE
5 i R AR AR N RS £, B AN [
v L8 1 S [B) A7 A A R 1) 22 S5 AT 3 B0 7R A
—E BAE BE G o (R TEIE e B 75 30 2 B A R Y
M AR SCRL AR A AN Fa bn BRI T 5B/ 3
P o TR, SR FH AR ZZ 8 N 2507 %, REWS A k4
BRIz AR RE ) o SR, AR SO AR R AR 285
PRI IR ISR G , 6 [R) bl RGBS 70 0 25 it R F )
IR P HERA R SRR AE 0.98 DL, Ui B I FH 4 A 1Y
I o AS Ti] it R S [ 285 8 8 1148 1 PR ATS
5 1) AR RE
433 XNARRERERZHEREFTERES

HRAE A L6, AN R 0 B0 G 45 48 MU =22 [A) 77
FE2E 5, I HAE A B AR 8 8 H B S & 31 v1.05 it
AT e ) D Vel A ol A P B TR R R [ 1
I, Ll MagicEXIF_v1.03/E MRMA AR, AR T
MagicEXIF_old %4 ¢ , T 15 FEllik S ik 78 2% > o
R T X AN R Bk B9z AL RE ST 4.3.1 3256 iR
5 ¥ 7€ MagicEXIF basic £ 4 & ( H B 48 v1.10 4=
B4 SIBEAT I %, H7E MagicEXIF_old % #8 )2 | ik
TTES PRI, SEBG 25 5 N2 11 o .

M2 11 ] LLE 55T MagicEXIF_basic 24/
JEI 2500 4% S 7E MagicEXTFE old 448 e I

*& 11 MagicEXIF old #{#EEMiX LI &R
Tab. 11 MagicEXIF_ old dataset testing

experimental results

TPR TNR ACC
MobileNetV2+! 0.021 0.974 0.498
EfficientNetB0P! 0.043 0.995 0.519
SRM+SVM!**+ 0.115 0.981 0.548
Zhu Net*”! 0.118 0.986 0.552
Multi-domain Net! 0.107 0.959 0.528
AR 0.128 0.989 0.561

AR SCHEHL-KD 0.133 0.992 0.567
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540 45

A TPR #3551 T 0.9 DL, B8 W X 2R 44 B R A R
SRR AT 47 A B 7K ST fHJ2 TNR A 0.2
ARE], X TARRRAS (9 MagicEXIF TG54 5 % 19 )5
PRI B A T LA RIOR A A 25 , i — 2B U B T SR
NG s RS RL EA T AR RS 2 S I b M, R
FABIRIAE MagicEXIF_old B4 2 I 1 B A4 A 5%
HBARARS , {H iy i e X By 2k Fp AT B T e s
H R T AR SO R 5 A Rk .

R T B FHSERLGAI RR A T A TR A e
AT LT AR 2 ) SEm XA A B F) 5% 1
5, FATE FHAS SO H A AL AE MagicEXIF_ba-
sic £t PRI 2545 2 i 5 19 I 2R 7, 98 Ja %t LA
[l A B 2% > ik e Re . r ik —  AUBE
MagicEXIF_old 11 70% [ %4k 12t X il S AL ik A 7
TR 2] 5 1 = A8 O vk — P FHBSCHR o 6l 1
AZEH ) MagicEXIF basic 503 % 844 4L [7) 647 1T
[ 2= 230 D O W & LR LT N7 3 S L B
MagicEXIF_basic Fll MagicEXIF_old H 4 K )1 25 %k
PV RS i A, A 45 B2 12 iR .

R12 AEEIBFIFTEZRER
Tab. 12 Experimental results of different transfer

learning methods

MagicEXIF_basic MagicEXIF_old
TPR TNR ACC TPR TNR ACC
Wig: 0989 0987 0.988 0.128 0.989 0.561
{Zold  0.723 0.974 0.859 0.989 0.987 0.987
BE 0977 0982 0979 0.949 0.977 0.964

2 12 45 1T LUA 1, AU f# H MagicEXIF
old HFATIE 2% 20 , %t T old BCH e i MG M PEBEA T
Fb A5 W Sk A 1 T (L[] B DA AR ) T AR T A
7E MagicEXIF_basic £ 45 2 v fE 6 A0 LT % T
13%. 3 75 MagicEXIF_old %4 FE KL fill 1 s fin 4%
1 1) MagicEXIF_basic EIL U , 762 ] % B8 i
ORI PERERY TR T , X MagicEXIF old # #4 K114 Y
HE A FE N 0.128 #2 F+ 3] 1 0.949, 52 B T #L A Xf
MagicEXTF J5 1] 5 #4614 35 TH BAS 325, a5 8] T
FAEMZE AR RE , $Em TR S

i MagicEXIF 7T 204 4 5 5% B % T 87 i AR i
#, A MagicEXIFv1.03 & A T I F E 4 T B, 3|
HETC S H T2 MA . A SORE ] it
# 1Y MagicEXIF ST g 48 % , 70 i %3¢ 1 v1.03 .
v1.08 .v1.09 Fl v1.10 PO A[E AT, 7F MagicEXIF

extra 19 =JF 5 A4 504 A v BE AL P BE 35t 1f A X 3
%50 T, 45 2] 100 08 I 4G BME . JE TR R A 1
MagicEXIF Jo 45 4 48 4 AT EAGERAE , 32 X
WA [ jR A 22 [a] A P BE . L AR S8 B IE
RABIR AT 2% ) ik A e, AT TR
[F] A 780 R FH 2% 13 TP IR A S5 1 i B8 2% ) Dy ik it
TG, FEASTR] B RAS gk A7 28 SO, T 48 A
DL ACC AR e RN AS [ R A 1y B 44 Pl A5 1 A 0 o
%, SCIR A RN 3R 13 iR o

F13 TIBRFIB/MAFMAHERENSLE LR
Tab. 13 Experimental results of reconstruction detection

of different versions after transfer learning

V1.03 V1.08 VI1.09 VI.10

MobileNetV2'*! 086 092 093 0.93
EfficientNetBOP¥ 090 096 094 098
Zhu Net®! 091 0.93 092 095
Multi-domain Net 0.87 0.91 0.91 0.92
AR SCAEETY 0.94 0.97 0.96 0.97

MFE1I3ATLLE ), SRR 2 0 R A 40 s 11T
Foof ) e, XN T] AR A A o A PRGN o 1 SR AR A
—EMRTE . X FIHBA V.03, A SCREE AR RS T
0.94 () f =y 1A% . X T V1.08 . V1.09 fIV1.10 =
AN A A B ) #4115, EfficientNet FITAS SCT 3
R I DR 48 25 5 R BT, AR U A i i R 2 )
J&i T = AN WUAS 1) o R FRAGRG T TR B R 28R B T
0.96 LA I, T HAb XS e 7 vk o
44 BEPMERRBBEAET L LS

FEILT 3 3L g vh , FRAT PR 25 S AR SO 4 Hh 1 33
25 3 WA O T ik AE AR I AR Ty T (2% SR
CPU/GPU I SEFrAs il B ) 47 % He , 3% 28 AN [
YIZEL BT T W 28 ML BE A2 )

4.4.1 AEEZEZEHEERITLE

S T B2 X Ee BT A S A A o N 2%
Z IRy 22 5, AT H thop JZEFE LR profile pREK
RG4S 50 AT b AT S
B iR mE 1407/, WTLLEH, BT Multi-
domain Net 3K FH 64x64 1E Mt A3 HER  EENF S
FHANF 8 S50 B /0 T HABLL S12x5 1245 Mk
NG BRI 2% . AR ) 50 B R A A B A5 R X6 Eb
o TS E SRR b TR, 5
it B 52 A 2 N 25 A EL , S 800 TR 1% BT
IR BN B G PR | 1 BH I A TR S5 R 7 i A 2k &
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Tab. 14 Comparison of parameter amount, memory

usage, and floating point number

SRt WAT L= ¢

MobileNetV2# 2.29M 389M 1.67G
EfficientNetB0O™* 16.7M 996M 8.01G
Zhu Net'™®! 2.89M 419M 4.84G
Multi-domain Net" 3.10M 35.6M 0.36G

A AR 0.032M 400M 5.03G

L AR N SR S H
il 0 28 AH L 22 AN K

h T B AR, BATI LT AN [E 45 7E
CPU Fil GPU By X T [F] 43 e i HEBR S B . X T
FE CPU L A SE 56, oh 1 5 4 s W 58 SE B g
FATTHS TN i A TR 5 48 kg onnx % U PR EA T HERE
XFFAE GPU I 3 3K 52 56, 3% {11 7 P 5K NVIDIA
RTX 2080Ti GPU #47 , % bt A [R] 9 2% 7 AS [] 43 ¢
BN AR AL HL R B . i T Multi-domain Net
T B[R E A PR DA R AR IR S 56 (1 % L
D7k, LR EE RN 15 R

IFE 15 7] LI HY, MobileNetV2 A% T~ HAth [
25T 5 A A W, AR ST RS R A S B i
J& o 5 EfficientNetBO AT . SEH60 EL45, T HIAR AL 7R
HEFE T [ 5 EfficientNet 2545 52 0 25 3 & AH T,
{HH T S B  BOBERY BT (5 P9 A7 28 (R AE X
15 /N, FER sl 8 o5 4 — e L

®15 7ECPU.GPU MK KI 4 R (1&/FD)
Tab. 15 Experimental results on CPU and GPU testing( pic/s)

CPU GPU
256 512 1024 256 512 1024
MobileNetV2"* 121 29 5 1060 464 55
EfficientNetBO®™ 88 16 3 767 214 21
2
3

Zhu Net™®' 67 10 678 195 30
AR 72 11 729 223 26

4.4.2 I ZEIE TR R R0

PR AR, T MG EHE S
BN R A, 48 B RRE B HRBE 1 5 TR )2 45 AH HE
M5 4855, PRI AR 1 R ARSI i, (L 7 52
Fr 35 v T 500 AR O B R A A IR A AR
ALRE BB AN R RIS O o A T ARSI SR B A
B0 52 R P BE 1Y 52 ), FR AT 7E MagicEXIF_basic %X

I R B HLPE L 25% 1 50% B BARAE Il ZR4E , Xt
AR A 3 DB i G O S iy 2 i Ol . 5K
B RNFE 16 s . IEERZE AT LIE ), S I1Z5%
B IR R 25% W, 25 IR A R A — o
FERY T R, A SC T I 26 78 -5 AR BE 2 > 451
XS T B FER T RE  7E ACC H5 bR I3 HH i 4
& T Zhu Net 1 MobileNetV2, % = T Effcient-
NetBO, Il 2 520 R 50% B, 25 AR )
245 2 [ A 22 B /N AR SO AR ACC F8 AR XT L Fh TS
BAs 7950 . 45 R SO LR AR /D 1 1 2
PEINLE G AT R ) T 38 @ K- ARG FR 2 7
EINZRatEaets s 17k —204E Tt

F16 FEMEHFEEHITINGIEER
Tab. 16 Training experiment results with different scale

data volumes

25% 30%
TPR TNR ACC TPR TNR ACC
MobileNe
OVI;E‘* 0.943 0.948 0.944 0970 0.958 0.963
EfficientN
IESEL 0937 0995 0968 0985 0989 0.986

Zhu Net®™'  0.931 0.969 0.953 0.966 0.983 0.972

Multi-domain
Net?!

AR 0951 0.987 0.974 0.983 0.994 0.987
ARIUEA-KD 0.969 0.990 0.980 0.989 0.992 0.991

0.812 0.739 0.837 0.895 0.837 0.883

5 ZHig

G XoF PRI o0 B30 B 7 A o G T G P P Ok
() 22 4[] L, AR SCHR T —Fh JPEG Ji 1] 5144 BiGIE
D5k o a4 AT I EE A B BIL B S AN [R) 2 )
Yo FRA ARSI 1 ), AR SCEE ST T FE ARG I (1) A4
P, T, 38 3k % SRNet #4726 3 57  5 A T
B N AR ZE R N T T —
A AR TR IR AL . 5 TR 45 A B T B I 4%
B e UER AR . KR S 4
REW, AR S E R PR E M4 AE 5k
BN i ik B3k IR 24 S BB E /AT Jr ik A B
B B o = A SR A T M R, HLE S 4% 5 T
FERAE AR GG T T ¥ BA ARz A

R A BN S IOE FH H ) RS AT 55, 3
T T — 2 P AR SO ARSI RE . 9, SEPR
B PR al e i T 512x512, m 0 PR g i 1
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