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Abstract: In recent years, the unmanned aerial vehicle (UAV) industry and its applications have witnessed rapid devel-
opment due to their irreplaceable roles in various sectors. However, incidents such as “black flights” of UAVs and those
involving the carriage of dangerous goods occur frequently. Therefore, the detection and recognition of UAVs have be-
come imperative. Traditional UAV detection and identification methods, relying mainly on rule-based and classical com-
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puter vision approaches, have become increasingly inadequate. and unable to meet the demands of contemporary secu-
rity needs. It is within this context that the rapid advancement of deep learning technology has emerged as a game-
changer, offering a potent and precise solution for UAV detection and recognition. Deep learning models, characterized
by their remarkable ability to autonomously learn intricate features and extract high-level representations from vast and
complex datasets, have demonstrated exceptional efficacy in the realm of UAV detection and identification. These mod-
els have not only substantially elevated levels of accuracy but have also showcased adaptability to the vast spectrum of
complex environmental conditions and UAV types. The incorporation of deep learning techniques into UAV security sys-
tems has ushered in a new era of precision and efficiency. This comprehensive review paper seeks to provide a detailed
exposition of the latest advancements in UAV detection and recognition technology grounded in deep learning principles.
The paper explores a spectrum of modalities, including UAV visual detection and identification, UAV audio detection
and identification, UAV radar detection and identification, and UAV radio frequency detection and identification. Each
of these modalities represents a unique dimension in enhancing the overall effectiveness of UAV security systems. In con-
clusion, this paper concludes by conducting a meticulous analysis of the current issues pervading the field of UAV detec-
tion and recognition. Additionally, it offers a forward-looking perspective on the future research directions that hold the
potential to further fortify the security and efficiency of UAV applications in an ever-changing technological landscape.
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Tab.1 UAV detection and identification parameters
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Tab.2 Summary of visual methods for UAV detection and identification
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Fig. 1 One-stage detection algorithm
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Fig.2 Two-stage detection algorithm
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Tab.3 Summary of UAV audio signal detection and identification methods

E= DU 32 T 222 [ 245 HnsE 2k
N GMM .CNN .RNN K F-score 73 514 0.5232 |
[46] GMM ,CNN.RNN DARES-G1 . Litis Rouen 0.6415 .0.8009
. CNN 7EHERf 1 \F,-score ,CPU Y Zr Akt fa] , 4
4 s N R ESC. h ands: ! .
147] JTAHNLSGrZE GCNN.RNN.CRNN SC.Speech Commands 74 1912 )7 i 2B - RNN A CRNN
Stacked Bidirectional . I . .
[48] LSTM RGP WNGINEY R WERf R IK 5 94.02%
[49] CNN U JE 32 A B3 AR HERA 5 T 90%
[50] S DNN.CNN.LSTM . UAV Prop.)eller Anomaly TrEne (8 b R I 1
TrEnc Audio DataSet
[51] CNN Tello J& ABLEFELEG F,-score ik %] 88.4%
[52] DOANet DEGON ST LA L , DOANet ) SSL: fit 01 4
7 YR E A7 3 4: 14 SRPHEZRRE 1
(53] 7 DN AS.AVQ .DREGON TFS HABSE 1Y SRPHESE BE T 47 b A1l DNN

s HE4G




o 4 3]

IART A5« BT~ B IC AU I A DTS 2ok 615

#1112 (Long Short-Term Memory, LSTM) fl 4% [
ARG R R B AR . SR, R Ao
T B RORG BE T 206 1 48 D 24 1 )1 2
U, T 2CH AT S S ECBCR R I .
fifp X — (], SCHRLST 18 T — MR A I3 TR
J 24 3] () Transformer F1 CNN HEZE | A T 1 1t 20 B
T NI H 1 LA 5 e A I T AL Hh ) 2 8 1
B ZHESRNG VGG-16 S8 i I\ 138M 3 20 5]
A 3.6M A, FFSEEL T kS BE A Te A ML S8 Al
43 FEIFREM

75 Y5 5 {7 (Sound Source Localization, SSL) &
X R B (0 WA o AT 2 M I R R S Ak 3
J& , PEEAL BRSPS 5 RRAE | 38 o i 5 ) 4% 05k
AT AN HERR AL B B, SCEk[S2 148 T —
ol it 2] o 1) — 248 2 ik A5 AR 28 I 26 ——DOANeet,
B TE R AEAE KA T 3 A TE AHL A I S 1 &
(1 SSL Y Pk K . E# fili | DREGON %it4i 42 Al it 53
HUBAEL A 1% A BB B2 6 DOANet i1 711125, 5K
R R, 5 AT A L, DOANet 7E SSL 1 fE
JrI R . R T TN &R
B IR E AL R TR R R BRE.  T e il
NHLFFE RS 30 LT e r LRI B2 5E 22 T ™ A 1 i
FUF MRS SCHER[S3 4 T — At TR E 2= I n
AHLF R EAAESS . IZAELRZE G T 5 18 R I A
Z2E T R E AL, R T AT 0 0 ) % (Steered Re-
sponse Power, SRP)DNN Al B [1] - 45 % 25 [1] y& I
(Time-Frequency Spatial, TFS)DNN ¥ i T Jiff £ i
STEIER DAEH (VA= R NS W et S I S 78 75 =1 i
PUEHE T, TFS-DNN A L T35 4+ J5 1 (£ 45 SRP-
DNN) AR IR 4 M .
4.4 FREZFIETXAVEHRENFAIRS PAREA

PSRk FA M@

it AR SCER IR AT LB Y S IR 2T )
Te AL E AT 5 A5 I RN 2 — A 2% HAT S BR
of FH AT S AT 43R . B A B /N B AR 5 15 Sk
A B TR RN HAE AR, TS X E LU /N H AR A
T A ETCANLAT PGS o m il . A 1
LB AT 5 0 ez I R 1A 7 22 RS [m] g i Ak
PRI AR AR 2 BT 1 A 4 B DR L s 3l A 4l e
fIE R AT Ah & 0 B B R A Bl
B SR, X LT UL R LS — M AR
I, T BT IR ST, ARG e i T AL
RGN AL B AR IE SR B

R iR TIC N AL B A ST A A S50 ) [ R 3 R

JH A2 586 3t X 4% (Generative Adversarial Network,
GAN) {4 USSR 7 A R () B 45 . X — T
PR U A B = PR A T AT RUE K . RO B
FLE M AT SE TR R I H Z PG IR EH 5 B e s
WHECHE R () Z2 REPE R ECSC M | DL A il A )
HERRPE R E R, AN, B R RE 7 0 & 10
ARSI, X5 F 75 52 AL A 5 AR G 2 o PR
AT AR BEA 2 WFIE N S B Fix s,
TR AN G A5 14 75 5 57, 48 3l I A ML E ik
TR 4 A B & F RN .

5 ETREFINIEANNEERMF0IZZ

TEBA F R A, TP AL R st
SRR IZ I T - BRIy —
AL 5T R LI SE A 22 AL AR R A [
LA 520 B A0 5 045 DR 28 A R W), RE A8 4 KAl T
Yo PRI, JE AL ER B A I RIS — ELAE L 1A
P A 0, FOR0 HARAE T A O A
HLFE A 5 PR IR 25 B0 TEA ML s A Il
AP RGN AR 3 R . T AR BE 1
S B BoA) Ji i S A5 5 A6 I A ] F) S 5 455 78
Aib PR T RO S, A5 S R R AL BRI Ay
RORFIESR BT %, LASE B AL TR 1845 5 A A
WU, SR E JCAHLEY BRI BE , LR b i
iRl

TRIE 7 ] BRI 51 A BE RS A K AR L JC A HL TR
A SR AU A R OF 3R s R R . AR T
K 3 R A G5 5 b FRAR GE 0 07 1%, TR IEE 2 > J5 T A
T TAR B M) P 2 0 4 S O A BIL R T8
{5 SR, B o TR AR B, T fi AL 1 15
AL R A, TR IR N 2K BE S A TN
PLUFRIBAE S B S R UCRAE , AT I i v 17 Az 0
AR B R IR o A 397 T IR E 5 2] 9 JC A HIL
BB AL AR ] o S e AL TE AL Z ] 68 53
e PPN RS | W ) el (1115 s B T T ]
FEAER R R RS BB FETT 1] o R ARG T AL
BB AF SRR B ARSI T AT
51 TANETLANSE

TNHLE TC LAY 73 S 308 i X JC B kA5
S HEAT RN AR g AN [ 2 Y Y JC A LA T A 2%
Ir28 . MET 2 2% A IR (5 Ak BT ) i R RE
A SRR B 9 JC AL TR IR (55 A BE ARSI 50,
AL [ A3 PR e 22 X 28 iR AT 70 2K 0 1R
BRL62 Jrh , A5 it ik ff Y CNIN A BRASAY 77 3515 5 1



616 5 5 4 w5540 3%
TINEEES By SuE Tz AR 1)
. IR it R %
N
s o Fohlae
ﬁ .
o8
3l
\ 4
" > AR
2 BECHL > (55U > (8
% | > IR
AT NS5 2 T 2 2 B/ T Ly
—> ey —> oA

T ot =
\\% I E IS8

—> IR A5 R J

K3 T ANLE S ARG R S

Fig. 3 UAV radar detection and recognition system
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Fig. 6 UAV radio frequency detection and identification framework based on deep learning
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