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A Survey of Forensics Research on Image Source Identification Forensics

CHEN Yifang"®> HE Zigiang® WEN Guanchen' KANG Xiangui’
(1. College of Cyberspace Security, Guangdong Polytechnic Normal University, Guangzhou, Guangdong 510665, China;
2. Guangdong Key Laboratory of Information Security, Sun Yat-sen University, Guangzhou, Guangdong 510006, China)

Abstract: Image source identification forensics is an important research direction of passive forensics of digital image, which
aims to identify and detect the relevant sources of images based on the characteristics of the images themselves. Image source
identification forensics mainly includes camera source identification, forensics of computer-generated (CG) image, forensics
of Al synthesized images and forensics of recaptured image. Camera source identification mainly includes the identification of
the brand, model or individual of the camera used for capturing image. Forensics of computer-generated (CG) image, foren-
sics of Al synthesized images and forensics of recaptured image are source analysis between unnatural images (including gen-
erated, synthesized and reacquired images) and natural images. In recent years, some achievements have been made in the
field of image source identification forensics. Existing research methods can be roughly divided into two categories, including
traditional model-based methods and deep learning-based methods. In this paper, the research methods in the field of image
source identification forensics were summarized. The research framework, basic ideas, commonly used evaluation indicators
and data sets were introduced. Finally, the current research status of image source identification forensics were summarized.
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Fig. 1 The classification of image source identification forensics
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Fig.2 The framework of model-based method of image forensics
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Fig.3 The process of capturing image by digital camera
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Tab.1 The performance comparison of traditional method of camera source identification
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Fig.4 The generating process of CG images
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Tab.3 The performance comparison of traditional method of CG image forensics
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A 98% HOAG I MERG 2, SCHk[48 ] 78 VGG-19 Al
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BG4 B RE S Cb | Cr 52 43 B IR S A
L% A CNN F1 RNN (IR A HEZE , $2H 1773k 53C
TRL 47 1 H Y 7 3 R L, A DORS 2 4R 085 T 4% o SCik

[50] fR st T —A~ )2 CNN, i FH BCE 20 B 403 A
TR B o i A EGGHEA T AL B, (T =R
38 Y& I 2% : SQUARESXS . SQUARE3x3 A1 EDGE3x3,,
TEWCEER) 1800 5K CG K15 A1 1800 5K A 4R 18145 I ik
TS0y, K I A Rk 3] 100% . SCHR[S1]3#%3 T
— A AL IR Z ) CNN R4 AEIl 2R B Bl LA H
T 2 ) B AR A O AUE . SR R4 R
MG, SRt/ INTR AR 54731 5P 5 7 50 1) 2 4%
SN EE gk MR AT 03 28, 07 ¥R B9 R RE A T SO
[45 5B G R Ik, R W] T AT CNN ()5 78 CG
EHRIBGIE A Rk, SCERS2 [ 38 8 7 —FoBr i
Zoit 45 1E 32 B ( Statistical features extraction, SFE)
2 PRI ARG — 2B RZME D2k i)z
ZI[Al, SFE Z4RIUFh e i+ R4k, A5 E 7 2%
B RAE A/ ME . SCHIRXT EG T 36 2 3 Y CNN
PEREANR A [F] 9 53 26 4% (4 LDA A SVM) /9 7k
AE, 4 R AR PR Ao B v i) CNN BRG] 1 B4 1Y)
G5F . SCERIS3 ] R VGG-19 R FFAE S s , 42
BT = A KAk )2 2 5 146 B2 i O SR H
VE ATy 22, 19 B B 2R AIE, SR 5 4 X = A Fe &y
TER A R AT BRI A5 R . 32 W 500 TxF
POy 7 25, TR o3 P R 0 B R B R T AR AT A F)
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Tab.4  The performance comparison of deep learning based method of CG image forensics

5T TAE FELFY AR HiEsE PRE : Ace
Rk 47 ] etk VGG 32 x 32x 3 Columbia®®*’ 98.2%
SCHR[48 ] TR ResNet-50 224 x 224 DSTok!" 96. 1%
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Fig.5 The framework of generative adversarial network
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Tab.5 The performance comparison of traditional method of Al synthesized image forensics
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Tab.6 The performance comparison of deep learning based method of Al synthesized image forensics
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Fig.6 The generating process of recaptured images
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Tab.7 The performance comparison of traditional method of recaptured image forensics
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F4%  JPEG s 45 7 Az 1 S0 FTBORI R0 LA S iy A
1R B B R AL B /N0 R AE . SCHR[88 ] 42 i
— T T IR A A B ) O v T TR LCD
A ERIUES . S T o b A AR EMR 5 R R
BRI 2E 5, 1207 B Sl 1 I e, B IR AR
(S iR Y S N s 2 il w = A VDS /5 A 5 -
Wi B I PSP 5 AR R AE , R T SVM X (&R i
Gvier

H AT E A — S 5 T T B 27~ 110 JH1 4R IR PR 5 I
HEJ AR, & 5 i PERE HL A% 8 iz, SCHiK
[89 ]2 —> S ialfelf R J3 2 ~J A ) o SR I IR 4%
B CAE . I WEIE 2B/ RO 1 3 B R
BOIE, 42 T Laplacian #2224 (L-CNN) , 7E
2, B Laplacian 8 #34ix A 2] CNN 155 —
J2 , DL IO SR i O AR G5 B o ST X TP AN [F]
0 e I A AT T PR M. S A R AR, ]
Laplacian J8 3 & 15 21| /1 68 OL T8 1 3L Ath 5 38 08
P ar BN FH IS AR 2 BE . L-CNN 7E 64 x64
BN BIHR B T RE IR B 96% (1) HEHf % . SC
BRL90 ]t — D JULZ B CNN Z544 , 78 64 x64 [ &
B BT 328, 10 22 A5 S R s A5 3] 0 48 1 it
RGN 45 5 . %07 125 5 1% 8 Y 0 3R & 45 B
TEJT VAR s A i, SCHER[O1 ] $2 1 1 — ot 45
TR 22 ) 2% 15 536 19 0 22 X 2% ( Recursive neural net-
work , RNN) 455 R IHHESE . 15 Joks BUGHAE N
B TEU 28 0 45 110 iy A 2 JBUR) BB B N BB YRR ALE , SR S
FH SR FH 328 U o 28 O 248 A 4 BURH 8 B 22 T] 1) AH DG

F 8 FETUREE S I HAA RS IGIE A BOIE T I TR RE HLAL

Tab.8 The performance comparison of deep learning based method of recaptured image forensics

WFFE TAE X AR YGRS PERE : Ace
99.74% (512x512)
99.74% (256x256)
S Hik[ 89 L-CNN NxNx3 - (s3] (2]
SCHk[89] x N x NTU-Rose'™" \LCD_R 98.48% (128x128)
95.23% (64x64)
SCHR[90] CNN 64 x 64 x 3 ICL™’ 96. 60%
ASTAR™! 93.29% (ASTAR)
SRk 91 ] CNN+RNN 32 x 32 x 3 NTU-Rose ™’ 98.67% (NTU-Rose)
ICLM™! 99.54% (ICL)
SCHk[92] CNN 64 x 64 x 1 LS-D™ 99.90%
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SR 7 R A 5 T IR 2 ) B 5 IR A L, %
JTik R LIRS A R PERE . SCRRL92 ] f2 il 17—
FHFPPAS T 3R ) PR G £ A A9 R B e 4
IR IEAL TS 14500 SR FARBUN {5 14500 5K
JRIR TS 3 2 B h 4 ML & (IR AR AL, 2
g, A ITENHL) SREER) . SO T — D\
JZH) CNN S5#4 AR5 — 2 it 1 16 AR 1Y
Wrig B ar PR R 22 o W T 64 x 64 [ (R B f A6 I ofE
HARIBEN 99. 9% , X 5 E G T kAL, PERE 13k
TR T

7 T EIRTNEES

AT FRAE AR IR BRI H 5 9 P4 4
PR AR

TES 73 G IR PUIBCIE WF ¢ Hb 40 1 380 119 1
R AR R (Ace) , 52 SGRANTE
___TP+IN ()
TP+FP+TN+FN

FHorp TP H1TN 43571 878 TE A 43 28 O TERE A FI B R
AHIECH ,FP HEN 7351 278 5552 53 28 0 IEREAS A
TREA IR o R R AR 7 2B HE TR R S
BEALHR IEREAS , A4 SREA . B OR TR Sn] LUK
WS IERR 2 (B TEREA A P 1 D0, F A
REVE ARG (0 5 b e fi i 25 2R o DRt st A A 1
T HABPIFRFE bR A HER AN 8] 52

% (Precision ) , X FRM A HERR, K H 1Y
& S I 53 28 9 E B REAS Hh S BR R TE I REAS 1Y
P, HARER T IEAEAS (1 73 S M A 1, 8 X
e

Acc

TP
TP+FP 2)

A 1% (Recall ) , XFR A 4%, A BRI &
SRS BR Ry IE 1 FE A o 43 28O TE REAS 1 HE R
XA

Precision =

TP
TP+FN (3)

O T TR 2 FEORG B R M A ] 5 1L U
iy, G TR FL 2B o bn . FL 22 BOB0E SO
R B A (] SR AR R %0, HERk o -

Fl = 2XPrecisioanecall (4)

Precision+Recall

FIG IR R BGIERTE E 55 S0 P4 5 22 9 1 fE

Recall =

E#47 4 ROC ( Receiver Operating Characteristic ) i &
F1 AUC( Area Under Curve) fifiZk, ROC il 2k 45 A2 FR
ERIER(FPR) YA bR HIEFE(TPR) . fROIE
(FPR) 7R i 2 S B g S I REAR Bl 73 M IEFE A 1Y
WA, EIERR(TPR) KR BYJE SR FoE IERIFEAS B
SYRMIEFEA A, FPR FI TPR & L an =X
(5).(6) i,

FP

FPR= N )
TP

TR = p PN (6)

ROC s 1 24 U8 BB v (1 IS {E 1, FPR
FTPR B2 R . AUC i E R Y2 ROC Hrih
T WA, 2 BT A 0] BB 19 432 ISR Y ROR i 47
Sitfiat, AUC MH—BOEA T 0.5 Al Z[H), 8
Fr T 1 R B BB

EURIE AR s TR IR AR 4R 0k 9 s
TS AR U] CG BB IBGIE . GAN 5 i K]
PRIBGIE L B B 40 P AR IBOE v o A4 O I 5000 4R
AT

FH T AL 10 2 S E 8 4 32 24 4 Drres-
den'™" Vision'™ 1 SPC2018" "', Dresden %§ 4j £
RATT 2010 48,405 ik 14000 5K 28 N M7 50 IR
L HRE 25 MAFEIS R 73 AP . H AT,
Dresden g AHAL I -3 v W $5c 0 132 B 808 46
VISION ™ % 4ii F 2017 4F & F T 15 45 VR HE LA R
PAEREAR SR . BT 34427 SRIERAN 1914 B
PAREH I, AT D s s ) AR R AL, A 458
hiiAs ( Facebook , YouTube F1 WhatsApp) A {4 141
LK B 1L A 35 AR, SPC20181
& VLA AL RS S 3 0 Dy 3 A B9 4, 2018 A
IEEE (55 MR e 38 A, ZBUR R AE TR A
10 FAS [FAHBLEY S (G045 BT AL T HLAHHLAEL
T B S AHBIL) B 2750 5K BIHE , B R PLAL-S 43040
HET 275 5k

AT CC G IGIE Y K4l 12 32 B4 47« Columbi-
a'® | DSTok"”"  WIFS"™ L } 3Dlink*", Columbia""
A5 800 K M 40 > 3D-KITE P ik ( &l : www. softim-
age. com, www. 3ddart. org, www. 3d-ring. com %) |
£ CG MR, 1200 5Kk A N ) B 98 BI&,
800 5k M A A Y AR IEI& , DL S 800 5K 3k
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Tab.9 Open source dataset of image source identification forensics
B4 il {LiBeS K
. . K B 25 AR S 73 2 ATHLARER A
Dresden™ P AL R AR 14000 47K &
Vision® RPN R 1R 35 AR g i
Bl
SPC2018'”" T HAMLIE S5 3k [ 10 FhR [ AEHLIE S 1) S 2H A 2750 K%
. Rk BT R F B B A B 2000 3 F A IR,
Columbia ™! T CO BRI 3 U050 o mukig CG 1L B AN CG 2114 1600 3 CG [E12
. o TR CG MR R PR kR M IR e 4850 % E SR %
DSTok T CG EGAM 25T IPEG JE4E Hl CG K%
- N CG @k T 5 % SR, 1800 A 11 441 {2
WIS O iR FRIEHRK F1 T RAISE S04 i1 CG 1%
. ‘ 04 3Dlink [ - F ARG CC FHGMB AR 5 6800 % F1 SR FEI{%
[49] %
3Dlink FAT CC EHRAL AL LR A PE 48 10 AR T2 71 CC R
MFS2018 MFC18 GAN Full 1 GAN crop set 4 MFS2018 %@HE%, .
I\
ey HTOANGRER T o i e B g 20 R CAN R
- \ o TR TR F % ATEDER IO H ATEDERIO 145000 Af F1AATEIR
LSDP TR e 10D @R R @I, LOD SR BERORE MRS
R &
NTU-Rose™  JIFBAIE@EI M LCD s Seeh T i 5 b P 21 5 ﬂﬁﬁggggﬁ
y , . e V 1035 3 [ AR 2,
LS IR E 1 LCD 577 5 o o A8 8 P 2520 H ST
T4E A:1094 5K A SRS,
1137 S B L.
- ‘ N AT B T R R T4 B.1004 3K [ SR FEZ,
ASTAR T RIS AR B T 1765 TARHLE .
F4E C.587 X A SR EMEF0
ARG

HUfy CG 4%, DSTok ™ 43 & M H 1K M _F I 45 114
CG FNESZ 8 F ( Photograph, PG) 1%, £ 4850 X
CG 1 PG &, B4 JPEG 41y, ST R/
7E 12KB #| 1.8 MB Z [, WIFS"™ 24U & 45 1800
7K CG &A1 1800 ik PG [#%., CC EGZEMNKFR
it 2% 55 4E (Level Design Reference Database)
ENERR . ZEIE AL E 60000 £ 5K JPEG #% X i1Y)
R PR BT, ot U S B ek
AT A T R R, v LI A WIFS, [H
HA 1800 5Kk CG B R ik . PG EERAKIET
RAISE ¥4l € , LA Ry & o R LSt g, |
PRy JPEG #4558, 3Dlink ' 42,2 3Dlink [ 35 |-
T 6800 5K CG RGN A [A) B S AHHLEA
[F] B A5 F 4R %Y 6800 5K PG KR .

T GAN & j B 45 A i iy 28 2o % i 4R

MFS2018 F4E ") . MFS2018'% 2 2018 4 %
HY AR O PR AR G 48 |, B 705 Bl HE 2F G A
HOUER AR I A J o B0H PE AL 45 8 3k 176000 5K 5 )5t
I EHR AN 11000 /> e Jog 5 A0, 5 S i) A5 Fn B
WAL 23k 7 A~ Ho TR0 GAN & i ER X
—BGEAT % (9 5038 4 9 MFC18 GAN Full 1 GAN
crop set, B AR 3 043 7 1340 5K [E{5 A1 1000 5K [&]
8, GAN & i B4 2 2 Y B E A A 4 s 5 4%

FH T3 ARG AT I (1) 2 T 48 4R 3= EAL 45
1S-D'”) NTU-Rose'® [ ICL"™' F1 ASTAR'™', 1S-D"*
ST VAL EE AR BREHG BGIE 1 BB Y KR S i
VB DU AR AL Y Fi SR IR : (1) AT ER B 1 1R
F5 () STEREMR 4845 (3) LCD R 2% B 1Y
B0; (4) LCD R & BRI 5. 280 4 i
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145000 % 5 4K B 45 R (AR IR 4. T T a3k
BEB RS EEE:234 5 B4, 173 5 HYL,
282 A ITENHL AN 180 5 AH ML, NTU-Rose™ J& M
LCD 7R % v o 3R A5 3 0 s o R i B e
i A AR R AL 300 5K, {3 S A HHILAN 3 &
it R B EE AR 2700 K EI{% . ICLY Bif 4
L LCD /R 2% v 3 AR U 21 14 [ 15 2B, A0 35
9 BARRPLIAEER 1035 K G 1 95 B 15 A8 T
AR AT 2520 3K KGR . N T ARHIF T 3R IUA
GG R, ML B AT TR, B, %8k
P R PR A T B AL o PR E R AR
ASTAR™ Jg—A F F T AR BOs: I 119 4 e - WL PR 4%
B BUREST W =ADFHE. T4 A 1094 5K
LS SRS 1137 3K L) EUS2RR B S 15 5% 0 745
WEG . T4 B #5748 A PRYESY
SEGAS R F RS, LA 1765 SR IAT ELS0 IR 5
R E RIS ER . T8 C H 587 X HA M
I7] P 25 119 SR T 2R AP AR 2L

8 #ig

ARICRE BT S AR R G R HE SRUIBUIE S5 A 114
WS, WARPILIEIR 3 3 S HL R 22 07 05 A i S
BGIE AT 2 B AR BCIE LA e 3R 3 f e U A~ T
TR HEAT T A48, W 07 1 A5 A5 e g 2 T Y
Mk M EE T IRIE 22 2 17 k. BRI IR R
CUETT T P IE E 2 U — 5 1 R, 15 H Al i A7
FE—HAE

(1) UG IR B IOIE U Y B8 R FR R AN 8 58
H L, REBHITEE )R T 2B SRR R,
A KR BIIE [ EE A 13 B AR R A, = R SR xS
R AT AR B A 5 0 TR X 45 2 4 g 55 B
I A A IR BRI IBCUE 1 BB 8 B A5 ] I 58 35 48—
E)NA

(2) XA EIIFTE 7 2 WX ek = 58— TP B
BAFG . B RGEAERBOET S L E A —4t
SR A (A Rl WF 5 A ) 52 6 80 AN AN
[7, WA LI o AN TR D5 i 25 R AR AL 2 A%
ANE, FECLR AR AT Pk FEAR, ok B
ANTFEBTFETT R AP RE S IR A TS LEPEAY

(3) XA MG IR R 1 BGIE J5 1238 40 T 41
WFTEBr B BUAT B R o F 5 05 35 2% SR I A6 I 4

SEAREAE AR BRI, RIYIZREE 4 5 15
BEGEE TIKE P EGEES . R, /£
SER YR, SR LR TR B, B
A K P BOR IR AT RE S U1 Zhod 72 b R Y
RO G IR B RBGIESOR S 1 5 IR R Bk

(4) P AR IBCUE 5 35 1) 5 M P R P
L5 Tk B IR Z BT FAE AR 2
THERE BRI S R S 19 BGIE 37 5 52 1 1, SR i 7
BT HR RRG  BR 5 H 7 I A T ORI
S VEZ SN RS SN 2SO NEI[ D) EPUSEE T () (52
PRI SH A ] 45 50 R BB B30 3 114 45 P Al PR 7 2
TR 2SR

Zi ERTA , AR BB IR B BGIE ST 1 A 58 B
ST T MR (B X — AT AV 2 (E A
REBIWTFEII R G fa 2525 25 18 1R IR B DGR
FRAE P IEIE , FE00 A AL G 05 16 R I 2~ 7 ik
DUH A v Y B | g 5 R g e A T B R
HERBGIEAR Y 2 8 U B R BOIE AT 58 R AE 18] 137
FEISCHE . 3ok, 32— b v ) S5 50 B0 P IO
SEERREE S fAN [F BE TS 7 35 BE RS 7 3 U AR,
Xof ik — BT A e SR A B

&% 30k
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