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Design and Implementation of Key Extraction Scheme Based on
Wireless Channel State Information
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(College of Electronic Science and Technology, National University of Defense Technology, Changsha, Hunan 410073, China)

Abstract; Since wireless channels have the characteristics of short-term reciprocity and space-time uniqueness, key extrac-
tion based on wireless channel state information (CSI) can establish shared key between legitimate communication parties.
This technique is considered to be an effective complement to the upper layer encryption scheme with the advantages of low
computational complexity and no need of additional facilities. In this paper, we designed a CSI-based key extraction scheme
for legitimate wireless communication nodes, and a passive eavesdropping scheme for eavesdropping nodes. Furthermore,
we implemented the prototype system of proposed schemes under the time division duplex orthogonal frequency division mul-
tiplexing communication system. Finally, we conducted key extraction test experiments in the presence of eavesdropping
nodes under two typical communication environments ( indoor and outdoor) , in each of which we considered both static and
mobile nodes. Analysis of test results verifies the short-term reciprocity and space-time uniqueness of the wireless channel,
and shows that the proposed key extraction scheme can achieve considerable key performance and strong system security in
typical communication scenarios.
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