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Covert Communication Based on the Difference of Wireless Channels

WANG Xu' JIN Liang' LOU Yangming' ZHANG Lijian> LIN Yuda'
(1. PLA Strategic Support Force Information Engineering University, Information Technology Research Center,

Zhengzhou, Henan 450002, China; 2. Unit 32180 of PLA, Beijing 100072, China)

Abstract: In the environment with noise uncertainty, the one-way covert communication was investigated under the best-
case scenarios for the detection of a warden. First, given that receivers have detection limits, the channel-based precoding
was applied to ensure that the power of signals converged at the receiver exceeds its detection limit, whereas the power of sig-
nals diffused at the warden is below its detection limit, achieving covert transmission based on the difference of wireless chan-
nels. Second, the closed-form expression of the average ergodic covert rate was derived. The theoretical analyses and simula-
tion experiments results indicate that the uncontrollable noise uncertainty in environments has negative effects on covert trans-
mission in the best-case scenarios for the warden. However, positive covert rates can still be achieved by controlling power
and the antenna number.
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